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TEMA JIMIJIOMHOI POBOTU AHTJIIMCBKOKO MOBOIO: Cryptographic
protection of the teacher's electronic journal
AHOTAILIA

Y paniif OUIUIOMHIA pOOOTI PO3TJISTHYTO METOAM 1 3aco0M  3axHCTy
iH(opMallii B eeKTPOHHMUX KypHalaX BUMTENS BlJ HECAHKI[IOHOBAHOTO JIOCTYITY,
a TaKOX [aHO TOBHUM ONHC MOXJIMBHX KAaHaJiB BHUTOKY BIIOMOCTEH TMIpO
HaBYAJIbHY JISUIBHICTh YUHIB.

3 npuiHATTSIM B YKpaiHi 3aKkoHiB «[Ipo enexkTpoHHUN HUGPPOBHUM TIIAIUCH,
«[Ipo enexTpoHHI JOKYMEHTH 1 €JIeKTPOHHUI TOKYyMEHTOOOIr Mepea BUUTEISIMU
BUHUKJIA HEOOXIJHICTh OpraHizaiii 1 BIPOBAKEHHS CUCTEM KOH(QIICHIINHHOTO
3B'SI3Ky, Ha OCHOBI YXBaJICHHS CaMOCTIMHUX pIllIE€Hb, 110 BUMAararoTh IEBHOTO
PIBHSI MIATOTOBKHU B 00J1aCT1 KPUMITOTPadIuHOTO 3aXUCTY 1H(POpMAIIii.

MeTtoro poOOTH € NOCTYNHHUH 1 KOMIAKTHUM BUKJIAJ OCHOBHUX HOHSTH 1
NIOXOAIB 70 TEXHOJIOTIM  KPHUITO3aXWUCTy €JIEKTPOHHUX O KypHamiB,  fKl
BUKOPUCTOBYIOTBCS B MPAKTHUYHIM JISUTBHOCTI BYUTENS 3aKjiajiB  3arajbHOT
CepeHBOI OCBITH.

OO0'ekTOM  JOCHIDKEHHS € TEXHOJOrli KpUOTOrpapiyHOro  3aXHUCTy
CJICKTPOHHUX KJIACHUX JKypHAJIIB BUUTEIIS 3aKJIa/11B 3araJIbHOI CEPETHBOI OCBITH.

[IpeameToM NOCHIIKEHHA € KpuUnTorpadgidyHi METOAM 3aXHCTy 1HQopMarii

CJICKTPOHHUX KYPHAIIB BUUTEIS 3aKJIAIB CEPETHBOI OCBITH.

KuirouoBi cjioBa: TexHOJOr KpUNTOrpadiuHOrO 3aXUCTY, €JIEKTPOHHHM
KypHanm BuuTeds 1HOOPMATUKK,  TEXHOJOTIM KPUMNTO3aXHUCTY EJIEKTPOHHHX

KYpHaJIB.



ABSTRACT

This thesis discusses the methods and means of protecting information in
electronic journals of teachers from unauthorized access, as well as gives a
complete description of possible channels of leakage of information about students'
learning activities.

With the adoption in Ukraine of the laws "On electronic digital signature”,
"On electronic documents and electronic document management" before teachers
there was a need to organize and implement confidential communication systems,
based on independent decisions that require a certain level of training in
cryptographic information protection.

The aim of the work is an accessible and compact presentation of the basic
concepts and approaches to cryptographic technologies of electronic journals,
which are used in the practical activities of teachers of general secondary
education.

The object of research is the technology of cryptographic protection of
electronic class journals of teachers of general secondary education.

The subject of the research is cryptographic methods of information

protection of electronic journals of secondary school teachers.

Keywords: cryptographic protection technologies, electronic journal of
computer science teacher, cryptographic protection technologies of electronic

journals.
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BCTYII

VY cyd4acHHX yMOBax TUCTAHIIMHOTO HABYAHHS 3aXUCT 1H(OpMAIIii CTae yce
OUTBIII aKTyaJIbHOIO 1 OJHOYACHO Yyce OUTbIl CKIagHOr mpobiemoro. lle
OOyMOBJIEHO $IK MacOBHM 3aCTOCYBaHHSIM METOJIB aBTOMATHU30BAHOI OOpPOOKHU
JaHUX, TaK 1 MIMPOKHM TMOIIMPEHHSIM METOAIB 1 3aco0iB HECaHKIIOHOBAHOTO
JOCTYIy 70 JaHuX. ToMy OCOOJHMBY pOjb B OpraHizaiii HaBYaJIbHOTO MPOLECY
METOJM TPOTHAIl TMOTEHIIMHUM 3arpo3aM 3aiMae MiAxXia, MpU SKOMY 3aco0u
3aXUCTy 1H(OpMAIll BHUKOPUCTOBYIOTbCS KOMIUIEKCHO, KOXKHE BIAMOBITHO O
CBOT'O HABYAJILHOTO MPU3HAYEHHS.

Pi3Hi Metomu 1 3acobu 3axucTy 1HQOpMaIlli B EJIEKTPOHHUX >KypHaigax
BUMTENS BiJ HECAHKI[IOHOBAHOTO JOCTYNYy, a TaKOX JOCHTb TIOBHHUH OITHC
MO>KJIMBUX KaHAJlIB BUTOKY B1JIOMOCTEH, MPEICTABICH] B HaIllli pOOOTI.

3 NpuMHATTAM B YKpaiHi 3akoHiB «IIpo enekTpoHHUU LU(pPOBUN MIAIUCY,
«IIpo eneKTpOHHI TOKYMEHTH 1 €JIEKTPOHHUHN JOKYMEHTOOOIr» TMepea BUUTEIIMU
BUHUKJIA HEOOXIJHICTh OpraHizaiii 1 BIPOBAKEHHS CUCTEM KOH(QIICHIIHHOTO
3B'SI3Ky, Ha OCHOBI YXBaJICHHS CaMOCTIWHHUX pIIIE€Hb, 110 BHMAararTh MEBHOIO
PIBHSI MIATOTOBKHU B 00JIaCTI KPUNITOTPa(iIuHOTO 3aXUCTY 1H(POpMAIIii.

Sk npaBuIi0, KOPUCTYBadl BUKOPUCTOBYIOTh Pi3HI KOMEPLIHHI KPUITO3acO0H,
Kl pO3pOOJISAIOTHCS 3 BUKOPUCTAHHSIM THIOBUX KPHUIITOBY3TIB 1 METOIB,
BHUXOJSTYHU 3 PEKOMEHAIIIH BIAMOBIIHUX MDKHAPOIHUX CTaHIAPTIB.

BHacini1ok 1boro KOMepuiiHi KpUnro3acoou (Mpu BiAMOBIIHINA KiIacu(ikailii)
MalOTh aHAJOTIYHI BJIACTUBOCTI 1 OCOOJMMBOCTI, y 0ararbox BITHOIIIECHHSIX
BHU3HAYYBaHI1 JIMILE CEHU(PIKOI BUOOPY MapamMeTpiB KPUITOAITOPUTMIB (Y TOMY
YyuCi, KIo4iB). ToMy SIKICHI CTaHAAPTU30BaH1 KPUNITOAITOPUTMHU MOXKYTh Matu (1
JIHCHO BOJIOAIIOTH) CIIA0KOCTI, 3aJI€KH1 BiJl KOHKPETHUX 3HAYCHb 1X MapaMeTpiB.

VY nunnoMHid poOOTI MOJAaHO KOJIO MHUTaHb, MOB'S3aHUX 3 MOTHBYBAaHHSM
BUOOpY MapaMeTpiB MOIIMPEHUX KPHUMTOAITOPUTMIB 1 TIpoIeayp iX TeHepari y

IPOLEC] 3aXUCTY BUUTEISIMU KIIACHOTO JKypHAITy.



Axmyanouicms memu  OYEBUAHA, OCKUIBKM 1HQOpMAIS B Cy4acHOMY
CYCHIJIBCTBI - OJHA 3 HAWIIHHIIIMX peyYeil B JKUTTI, 110 BUMAarae 3axucTy Bif
HECaHKIIIOHOBAHOT'O MPOHUKHEHHS OC10, 1110 HE MAaIOTh J0 HEl JOCTYITY.

Meto1o poboTH € TOCTYMHHMI 1 KOMIAKTHUI BHKJIAJ OCHOBHUX MOHATH 1
MIIXOMIB IO TEXHOJIOTIH  KPHUIITO3aXUCTY  EJEeKTPOHHMX KypHAIB, SIKI
BUKOPUCTOBYIOTBCS B MPAKTHUYHIM JISUTBHOCTI BYUTENS 3aKkjiajiB 3arajlbHOl
CepeHbO1 OCBITH.

O0'ekTOM JOCTiIAKEHHSI € TEXHOJIOTIT KpUNTOrpadiyHOTO 3aXUCTY
SJICKTPOHHUX KJIACHUX JKYPHAJIIB BUMTEIIS 3aKJIa/IiB 3araJIbHOI CEPETHBOI OCBITH.

IIpeamerom nociigkeHHs: € KpunrorpadiuHi METOAU 3aXUCTy 1H(opmarii
€JIEKTPOHHUX >KYPHAJIIB BUUTEIIS 3aKJIaJ[IB CEPETHBOI OCBITH.

VY TeopeTHyH1i YaCTHHI AUILUIOMHOI POOOTH PO3IJSHYTI MUTAHHS PO HAYKy
KPHIITOJIOTII0, HalpsiM ii kpunrorpadii i OCHOBHI METOI0JIOTIT KpunTorpahiyHOro
3axucTy iHpopMmarlii.

OcoOnuBocTi BUOOpY mnapameTpiB OJOKOBUX MHM(PIB MPOLTIOCTPOBAHI Ha
OPUKIAAL pexuMy MmpocToi 3aminu. g 1nporo mmdpy po3risHyTi eleMeHTapHI
MPUKIIAIU CIA0KUX KJIIOUiB, MPUBEJEHA 3arajbHa METOJUKA MOOYI0BH MMi00acTI
CTIMKMX JOBTOTPUBAIMX KIIIOUIB 1 IX TECTyBaHHS.

[Ipy BUKOHAHHI TPAKTUYHOI YACTUHU JUIUIOMHOT pPOOOTH, TPHUCBIYEHOI
peanizalii TEXHOJOrH 3aXUCTy €JIEKTPOHHOIO KYpPHAlTy BUUTENS, BUKOPUCTAHUM
CJICKTPOHHUN JKypHal, SIKUW [03BOJIAE CTBOPUTU pO3KJIAA Kjacy, JOJaBaHHS
O0arbka, (QopMyBaHHA Y4OOBOro IIIaHy, 3BIT 3a 3BIAHUMHU OLIHKamH, (opma

BIJIIPaBKH MOBI1IOMJIEHB, (hOpMa BUCTABJISTHHS OLIIHOK, CIIMCOK >KYpHAJIIB.
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